[image: ]


[image: ]
APPENDIX 1 – Data Protection
Words and phrases which have defined meanings in the Data Protection Legislation will have the same meanings when used in this Appendix unless otherwise defined in this Appendix.
1 In this Appendix:

“Data Protection Legislation” means all applicable laws governing privacy rights or data protection which are applicable to the processing of personal data under or in connection with this Agreement including without limitation the GDPR, the Data Protection Act 1998, the Data Protection Directive (95/46/EC), the Privacy and Electronic Communications (EC Directive) Regulations 2003 (SI 2426/2003), the Privacy and Electronic Communications (EC Directive) (Amendment) Regulations 2011, or any of their successors;

“GDPR” means the General Data Protection Regulation (Regulation (EU) 2016/679) as applied, varied, supplemented and/or derogated from by the applicable laws of England from time to time; and

“Losses” means all losses, claims, liabilities, costs, awards, fines, expenses (including legal fees and any liability to tax and national insurance) and damages of any nature whatsoever and whether or not reasonably foreseeable or avoidable.

2 Each Party shall, in connection with this Agreement and the transactions and activities contemplated by it, comply at all times with the Data Protection Legislation applicable to it. The Supplier shall not in connection with this Agreement cause Nuffield to breach any of its obligations under the Data Protection Legislation.

3 Where the Supplier or a sub-contractor of the Supplier processes personal data (as data processor) on behalf of Nuffield or a customer of Nuffield (as data controller), the Supplier shall (and/or shall procure that its sub-contractor shall):

3.1 take the measures required by article 32 of GDPR to protect that data, including (without limitation) the measures described in relation to Information Security (as applicable) the other provisions of this Agreement;

3.2 process the personal data only on behalf of the data controller, only for the purposes of performing its obligations under this Agreement, and only in accordance with instructions contained in this Agreement or instructions received in writing from Nuffield from time to time; 

3.3 immediately notify Nuffield if, in its opinion, any instruction given by Nuffield breaches Data Protection Legislation; 

3.4 not otherwise modify, amend or alter the contents of the personal data or publish, disclose or divulge any of the personal data to any third party (including for the avoidance of doubt the data subject itself), without Nuffield’s prior written consent;

3.5 maintain a record of all categories of processing activities it undertakes under this Agreement and a record of any personal data breach and provide a copy of such record(s) to Nuffield for inspection upon request;

3.6 only grant access to such personal data to persons who need to have access to it for the purposes of the processing authorised by this Agreement and, to the extent such persons are granted access, ensure they have no greater access than is necessary for performing their duties in respect of such processing; 

3.7 ensure that all persons with access to such personal data:

3.7.1 are reliable, trustworthy and suitably trained on Data Protection Legislation and as a result are aware of the Supplier’s duties as a processor and their personal obligations with regards to this Agreement and Data Protection Legislation;

3.7.2 are subject to an obligation of confidentiality or are under an appropriate legal obligation of confidentiality;

3.7.3 are notified of the confidential nature of the personal data; and

3.7.4 do not process them except on written instructions from Nuffield;
3.8 hold such personal data in such a manner that is capable of being distinguished from other data or information processed by it;

3.9 not engage another processor (a “Sub-Processor”) to process the personal data on its behalf without the specific prior written consent of Nuffield, approving a named Sub-Processor, such consent always subject to:

3.9.1 the Supplier binding any Sub-Processor by written agreement, imposing on the Sub-Processor obligations in relation to the personal data equivalent to those set out in this Agreement; and

3.9.2 undertaking reasonable and appropriate due diligence on the proposed Sub-Processor, including a risk assessment of the information governance related practices and processes of the Sub-Processor, paying due regard to the results of that due diligence in reaching its decision to appoint the proposed Sub-Processor,

and the Supplier shall remain fully liable for any Losses arising out of or in connection with the acts and omissions of any Sub-Processor, as if they were Losses caused by the acts or omissions of the Supplier itself;
	
3.10 give to Nuffield (and, if different, the data controller) such co-operation, assistance and information as it may reasonably request and the Supplier (or its sub-contractor, as the case may be) may reasonably be able to provide, to enable the data controller to comply with its obligations under Data Protection Legislation and co-operate with the competent supervisory authorities in relation to such personal data, including, where relevant given the nature of the processing, assisting Nuffield (and, if different, the data controller) in:

3.10.1 responding to and acting on requests from data subjects to exercise their applicable rights under the Data Protection Legislation (but the Supplier will not (and will ensure that its subcontractor does not) respond to or act on any such data subject request except on the written instructions or with the written consent of Nuffield); and

3.10.2 ensuring compliance with Nuffield’s security, data breach notification, impact assessment and data protection or data privacy authority consultation obligations under Data Protection Legislation, taking into account the information available to the Supplier and/or its subcontractor;

3.11 in the event that it becomes aware of any personal data breach in respect of such personal data, it shall:

3.11.1 notify Nuffield without undue delay after becoming aware of that event (and in any event within 24 hours after becoming aware of that event), providing as much information about the nature and impact of the breach, including the personal data affected by it, as it is reasonably able to provide (and such information may be provided in stages as the data processor’s investigation proceeds, if it is reasonable to do so); 

3.11.2 implement any measures necessary to restore the security and integrity of compromised personal data; and

3.11.3 support and co-operate with Nuffield in making any notifications to the relevant supervisory authorities and affected data subjects as Nuffield may (in its sole discretion) consider to be required;

3.12 at Nuffield’s option, delete, destroy or return to Nuffield such personal data:

3.12.1 when Nuffield instructs the Supplier to do so, in which case the Supplier shall not be liable for any failure by it to perform the Agreement if such failure arises as a direct result of such instruction; or

3.12.2 promptly following the termination or expiry of this Agreement in whole or in part or of any services under this Agreement which relate to the processing of such personal data (subject to any continuity of Services under Schedule 4 (Exit Plan) and subject always to receipt of Nuffield’s instruction in this regard),

such obligation to include deleting, destroying or returning all copies of the personal data, unless Applicable Law requires the Supplier to retain the personal data.  Where Nuffield requests the return of personal data, the Supplier shall use reasonable endeavours to ensure it is in the format and on the media specified by Nuffield;

3.13 where relevant and reasonably possible, store the personal data in a structured, commonly used and machine readable format;

3.14 not transfer personal data outside of the European Economic Area without the prior written consent of Nuffield. Where Nuffield consents to the transfer of personal data outside the European Economic Area, the Supplier shall comply with any reasonable instructions of Nuffield in relation to such transfer; 

3.15 have a named individual that is responsible and available to deal with data protection issues as and when they arise in conjunction with Nuffield;

3.16 make available to Nuffield all information necessary to demonstrate compliance with this Schedule; and

3.17 allow Nuffield, its relevant corporate customers, and its and their external professional advisers (subject to reasonable and appropriate confidentiality undertakings), to inspect and audit the Supplier’s data processing 

activities and those of its Sub-Processors, relevant agents, Affiliates and sub-contractors, and comply with all reasonable requests or directions by Nuffield, to enable Nuffield to verify that the Supplier is in full compliance with its obligations under this Schedule, provided that:

3.17.1 such right of audit shall not be exercised by Nuffield itself (or through its own professional advisers) more than once each year, unless Nuffield has reasonable grounds to suspect non-compliance with this Schedule; and

3.17.2 Nuffield gives the Supplier seven days prior written notice of its intention to so audit, unless Nuffield has reasonable grounds to suspect non-compliance with this Schedule. 

4 The Supplier acknowledges and agrees that nothing in this Agreement shall prevent or restrict Nuffield, whether through audit or otherwise, from disclosing any information provided to Nuffield by the Supplier under or in connection with this Agreement if requested or required generally or specifically by Data Protection Legislation, a court of competent jurisdiction, a supervisory authority, a certification body (as referred to by Article 43 GDPR) or a monitoring body (as referred to by Article 41(1) GDPR) for the purposes of responding to a claim, request for information, inquiry or investigation under Data Protection Legislation.

5 Each party shall promptly notify the other party of any notice from a supervisory authority alleging non-compliance with the Data Protection Legislation (including any enforcement notice, information notice or transfer prohibition notice) which arises out of, or in connection with, this Agreement.
6 Warranties.

6.1 The Supplier represents, warrants and agrees that:

6.1.1 without limitation to the rest of this Schedule, that it will provide a standard of information security no less than best practice as defined in ISO27001; and 

6.1.2 it will at all times comply with Nuffield’s information security requirements as notified to it by Nuffield in writing from time to time.
Appendix 2 – Information Security
[bookmark: _Ref444513034]Information Security Policy
The Supplier must have an information security policy document which must:
align with this information security Schedule (‘IS Schedule’);
be approved by the Supplier senior management; and
be published and communicated to all Supplier employees and contractors involved in the provision of the Services and who have, or may have, access to Nuffield Health personal data and sensitive personal data and information, whether confidential or non-confidential (together and individually ‘Nuffield Health Data’).
The Supplier must review its information security policy at least annually and if significant changes occur, to ensure its continuing suitability, adequacy and effectiveness.
The Supplier shall define and maintain supporting processes and procedures to:
support its information security policy; 
support the contractual security requirements defined in this IS Schedule and;
report agreed security data and metrics to Nuffield Health.
Security Reporting by the Supplier
The Supplier, on a regular basis, shall provide Nuffield Health with reports setting out security status along with identification of matters such as threats and mitigation (which shall be notified to Nuffield Health as soon as reasonably possible).
Right to Audit
For the purpose of auditing the Supplier’s compliance with this IS Schedule, Nuffield Health reserves the right to inspect or audit at any time during Business Hours on reasonable notice, any computer systems or locations of the Supplier, its sub-suppliers or agents that are providing Services for Nuffield Health under the Agreement.  
The Supplier can make changes to the scheduling of any audit on reasonable grounds. 
The Supplier has the right to restrict access to data only where this is necessary to prevent breaches of non-disclosure agreements in place with the Supplier’s other clients.
Prior to the commencement of this Agreement the Supplier shall appoint a member of the Supplier personnel to act as information security liaison (‘Information Security Liaison’). The Information Security Liaison shall act as a single point of contact for Nuffield Health for security-related matters.  The Information Security Liaison shall:
Be knowledgeable on information security matters
Be able to respond to Nuffield Health’s inquiries regarding information security, and 
Ensure the Supplier’s compliance with its obligations under this IS Schedule.
On request, the Supplier shall supply to Nuffield Health copies of any Supplier certifications or accreditations.
The Supplier must regularly review its compliance with this IS Schedule. As a minimum, the Supplier must at Supplier’s expense promptly and accurately complete an annual information security questionnaire provided by Nuffield Health and return it within 20 business days.
Nuffield Health may risk assess any Supplier non-compliance reported by the Supplier and may provide a timeframe within which the Supplier shall complete any reasonably required remediation. The Supplier shall complete any such remediation within the required timeframe and any failure by the Supplier to do so shall be a material breach which is not capable of remedy for the purposes of the Agreement.  
Sub-Contracting
The Supplier may not exchange Nuffield Health data with third party organisations, without the prior written approval of Nuffield Health.
Before engaging any sub-contractor in delivery of services, the Supplier must notify Nuffield Health, identify risks to the information assets used to provide Services to Nuffield Health, implement required controls and obtain the prior written approval of Nuffield Health.
There must be a written contract between the Supplier and any sub-contractor that requires the sub-contractor to comply with obligations equivalent to those imposed on the Supplier by this IS Schedule. The Agreement, and any such sub-contract shall be without prejudice to the Supplier’s obligations under this Agreement and the Supplier shall be responsible for sub-contractor’s compliance with all Data Protection Laws and for any defaults of the sub-contractor.
The Supplier must conduct an annual information security review on any existing sub-contractors, with a scope equivalent to and consistent with Nuffield Health’s information security assessment of the Supplier.
Staff Security
Before accessing any Nuffield Health Data in connection with this Agreement, all personnel of the Supplier, its sub-suppliers and agents must have received appropriate and adequate data protection and information security training.  This training must be refreshed on an annual basis at a minimum. The training shall include a testing component to confirm that the Supplier personnel understand their information security responsibilities, with a record of this been maintained by the Supplier.
The Supplier shall ensure that all its personnel involved with the provision of the Services to Nuffield Health are educated on and comply with this IS Schedule.
All Supplier employees shall have a written signed contract of employment that contains clauses covering client/customer information security and confidentiality.
All Supplier subcontractors and temporary workers with access to Nuffield Health Data shall be bound by non-disclosure agreements.
All staff with access to Nuffield Health sensitive personal data (as defined by Part 1 Section 2 of the Data Protection Act 1998, as may be amended from time to time) must undergo enhanced Disclosure and Barring Service checks.
[bookmark: _Ref433884008]Geolocation
Supplier may not view, transfer or store Nuffield Health Data outside of the EEA without receiving prior written agreement from Nuffield Health to do so.
Should the Supplier wish to change the viewing or storage location within the EEA and or transfer any Nuffield Health Data outside of the EEA, this will only be permissible if Nuffield Health is given at least 90 days’ prior written notice and given its written permission.
Incident Reporting
The Supplier shall have a documented incident management process in place for investigating and managing information security breaches and reporting them to Nuffield Health.
The Supplier must at least annually confirm that information security incident reporting channels agreed with Nuffield Health are in working condition.
The Supplier must inform Nuffield Health as soon as practicable, and in any event within 24 hours, of any breach that could adversely affect Nuffield Health Data.
The Supplier must respond at its own cost appropriately to information security incidents related to Nuffield Health Data and/or to the Services being provided to Nuffield Health, including:
assisting Nuffield Health in assessing the potential impact;
analysing information related to the reported incident and affected IT systems;
containing and resolving the incident;
taking the actions necessary to secure affected systems; and
supporting Nuffield Health where forensic support may be required.
When forensic analysis and investigation is required on systems which store, process or access Nuffield Health Data, it must be undertaken by suitably trained people.
The Supplier must perform post incident reviews for all information security incidents related to its Services to Nuffield Health.
Malware
The Supplier must implement up-to-date detection, prevention, and recovery controls to protect against malware.
The Supplier will ensure a virus response process is in place for quarantine and remediation of infected systems.
The Supplier shall protect against transferring malware to Nuffield Health’s systems.
Security Patching
The Supplier shall have a documented process to identify and remediate security vulnerabilities in the systems relevant to Nuffield Health.
All security patching must be performed on test systems and any issues fixed before deploying to the production system.
Critical security patches must be applied as soon as practicable to both operating sytems and firmware.  
Non-critical security patches must be applied during the next planned maintenance. An implementation plan must be agreed with Nuffield Health for any exceptions.
Where systems cannot be patched, the Supplier must put in place appropriate security measures to protect the vulnerable system.
[bookmark: _Ref444513045]Audit Logging
All Supplier access to Nuffield Health’s sensitive personal data must logged and retained for a minimum of 6 months.  
Logs must be reviewed for suspicious events periodically. Privileged user activity logs must be independently reviewed by users whose activity is not included in the logs.
The Supplier must protect all audit logs against modification and it must not be possible for administrators to delete logs.
[bookmark: _Ref444513459]Physical Security of data viewing locations
The following physical security measures must be enforced at any Supplier office locations where Nuffield Health Data will be viewed.  For the security measures that must be enforced at any Supplier locations where Nuffield Health Data will be stored, refer to Clause 12 below.
24x7 access control using access cards/tokens to the office and computer room.
Out of hours, and in addition to the above, all entrances to the office must be locked using physical locks and keys when the office is unoccupied.
CCTV covering the building perimeter and entrances.
Alarm system with 24x7 monitoring and response.
Clear desk policy that requires confidential information to be physically locked away.
Where Supplier staff are viewing personal data as part of their role, screen filters must be in place to prevent viewing by unauthorised individuals.
Supplier staff must lock their workstations before leaving them unattended.
Desktops must revert to the lock screen after 15 minutes, with domain credentials being required to gain access back to the desktop.
[bookmark: _Ref433899258]Remote access by Supplier staff to view Nuffield Health’s systems for support purposes must be via Supplier-managed devices only.  Access may not be from a public location.  All Supplier staff must be trained in information security and data protection awareness, and apply these principles at all times while accessing remotely.
[bookmark: _Ref444512734][bookmark: _Ref472665040]Physical Security of data storage locations
The following physical security measures must be enforced at any locations where Nuffield Health Data will be stored.
All hosting facilities including buildings and infrastructure shall be certified to ISO 27001, and maintain this certification for the duration of the Agreement Term.
The Supplier shall ensure that only authorised personnel have physical access to the facility where the hardware hosting Nuffield Health Data is physically located.
Unauthorised physical access, damage and interference to the solution must be prevented through measures that include without limitation: perimeter fence; monitored intruder alarms; 24x7 security presence; 24x7 monitored CCTV; man-traps; access controls to the area where the hardware relevant to Nuffield Health is located. 
The Supplier must review access controls upon any change by the Supplier that may lead to a change in privileges with regards to access to Nuffield Health Data.  
All access to the physical infrastructure must be logged and monitored.
The Supplier must conduct periodic audits of physical access controls and privileges, and upon any change that may lead to a change in privileges. 
Secure Configuration 
All systems used to process, store or transmit Nuffield Health Data must be securely configured in accordance with industry best practice.
IT configurations necessary for the security of the Services must be reviewed regularly for change that may impact the security of the configuration, to ensure ongoing security.
All infrastructure and interfaces used by the Supplier in connection with the Services and necessary for the confidentiality, integrity or availability of Nuffield Health Data must be subject to security hardening according to vendor or industry standards and shall include (without limitation): 
the removal of unnecessary services
changes to default user accounts & passwords
tightly controlled restrictions to privileged roles
implementation of security event logging and monitoring (see Clause 14)
[bookmark: _Ref433889660][bookmark: _Ref437008392]Intrusion Detection and Monitoring
All firewalls must be monitored for availability, performance, security and capacity on a 24x7 basis. 
Host- and network-level intrusion detection, and network-level prevention, measures must be in place, with 24x7 incident monitoring and response.
Backup Security 
Backups of Nuffield Health Data shall be securely held separately from other systems and other customers’ data. The Nuffield Health Data shall be encrypted to a minimum standard of 256 bit AES.
Backup encryption keys shall be securely protected and only made available to those who need it.  Access to encryption key files must be logged and audited.
Backups of Nuffield Health Data shall not be held on removable media.
All backup media that have contained Nuffield Health Data shall be securely destroyed when no longer required (refer to Clause 20 below). 
Technical Change Control
The Supplier must ensure that all system changes, with the potential for risk to Nuffield Health Data, do not compromise the security of the system in anyway and shall be able to demonstrate they have taken full account of the information security impact of changes in their change planning and testing.
Access Control
A formally documented access provisioning process should be in place that sets out how access is granted, revoked and amended and the necessary approvals required.
The Supplier will not grant access to Nuffield Health Data to any person who is not employed by, or an authorised agent of, the Supplier without prior written approval from Nuffield Health.
The Supplier staff shall not be permitted to download, modify or delete Nuffield Health Data save to the extent necessary to provide the Services under the Agreement or where instructed to do so by Nuffield Health.
Every system and device owned and operated by the Supplier that is required to ensure the ongoing security of Nuffield Health sensitive personal data, must have an audit of access privileges at least quarterly. Such an audit shall confirm that no inappropriate access privileges exist. Any necessary changes should be addressed immediately. Review should be signed off by a senior manager with responsibility for the data. Evidence of access reviews should be retained for 1 year plus current.
The Supplier must change passwords for all system elements to non-default values.
The Supplier must ensure that all system management, development and configuration interfaces for the servers hosting the Services are password controlled and accessible only to authorised users via secure network interfaces.
The Supplier must control the allocation of Supplier passwords through a formal management process.  Passwords may not be stored or transmitted in clear text.
The Supplier must restrict and control the allocation and use of system and privileged accounts by:
allocating on a need-to-use basis and on an event-by-event basis;
using an authorisation process and maintaining a record of all system and privileged accounts allocated;
as a minimum passwords should be configured as follows: complex, minimum of 8 characters, minimum password age 1 day, password history - last 13 passwords remembered, forced password change every 90 days, auto lockout after 3 failed logon attempts until reset by administrator or automatic system.
permitting generic accounts only if they are system accounts or irrefutably attributable to an individual through other means. These accounts must be reviewed periodically and at least every 3 months to confirm there is still a business requirement for them. Evidence of the review and sign off should be retained.
The Supplier will remove access immediately when any of their users no longer requires access to Nuffield Health Data.
Data Transfer
As a general principle, the Supplier must not transfer Nuffield Health Data onto portable storage devices or move hard copies of such data.  Where there is a genuine need to move that data, the process and principles must be agreed in writing with Nuffield Health prior to that activity being undertaken.
In any event, for Nuffield Health Data to be transferred to removable storage, it must be encrypted with minimum AES-256 encryption.
Encryption
The Supplier must implement controls to encrypt Nuffield Health Data, both in transit beyond the Supplier’s secured network and at rest.
Network level encryption must be employed wherever possible for Nuffield Health Data in transit. 
All laptops used by the Supplier in the provision of the Services must be whole disk encrypted.
Any mobile device used to connect to Supplier resources or e-mail must have enforced encryption policy applied against it.
The Supplier may not use deprecated cryptographic algorithms.  For the avoidance of doubt, approved algorithms are those defined as such by the US National Institute of Standards and Technology (NIST).
The Supplier shall treat any actual or suspected encryption key compromise as a security incident and notify Nuffield Health in accordance with agreed incident management processes (refer to Clause 7).
[bookmark: _Ref433971198]Data and Hardware Disposal
Nuffield Health may request all Nuffield Health Data be returned to us at any time.  If the data is not being returned, the Supplier must ensure that on demand by Nuffield Health or on termination of the Agreement, all Nuffield Health data is securely erased from Supplier portable media, including laptop computers, smartphones, portable disk drives, memory sticks, CDs (and other similar devices) such that the data cannot be retrieved, in line with industry best practice.
Where Nuffield Health Data may exist on media that is to be re-purposed by the Supplier, it must first be securely erased using a UK Government approved multi-pass secure erase process with a minimum of 3 passes.  
Redundant media, which has held Nuffield Health Data, must be removed by a BSIA accredited 3rd party and a certificate of deletion or destruction issued to Nuffield Health.
Prior to disposal of Nuffield Health Data which is printed or written on paper or other non-electronic media, such documents must be shredded on cross cut shredding machines within the facilities where such data is situated, or stored securely on-site for secure destruction by a specialist secure waste disposal agent.
As a minimum, any third party must conform to the BS EN 15713 standard, or equivalent.
[bookmark: _Ref444511557][bookmark: _Ref443575024]Penetration Testing 
Before any release, the Supplier will test the software code for potential areas where security could be breached, and address all material vulnerabilities found.
The Supplier shall engage at its own expense an independent security assessment vendor to:
[bookmark: _Ref310694884]Perform penetration testing before Services commencement and at least once per annum during the Term, and after every major system change. The scope of the security assessment shall cover all elements of the Services (infrastructure and application).
Perform infrastructure vulnerability scanning at least monthly upon commencement of the Service.
The reports produced in relation to such penetration testing in accordance with Clause 21.2.1 must be provided to Nuffield Health.
The Supplier shall within 10 business days after receipt of the penetration test results produce a remediation plan detailing the actions and dates by when these security issues shall be fully resolved.
The Supplier shall, use all reasonable endeavours to implement fixes for identified vulnerabilities within the following timescales:
CVSS rating of ‘Critical’ within 30 days of identification.  
CVSS rating of ‘High’ within 60 days of identification.
CVSS rating of ‘Medium’ within 120 days of identification.
CVSS rating of ‘Low’ or below must be assessed for addition to the product backlog or for scoping into future projects or upgrades, with Nuffield Health being informed of the planned actions.
Following completion of the remediation plan, the Supplier at its own expense shall engage a security assessment vendor to confirm resolution of the identified security issues.  
Once complete, the Supplier shall confirm in writing to Nuffield Health that the remediation plan actions have been performed and the security issues have been fully resolved in the agreed timescales.
[bookmark: _Ref444511538]Secure Development 
For development of the system being provided to Nuffield Health, the Supplier shall adhere to all of the requirements in clauses 22.2 to 22.12 below.
[bookmark: _Ref443575151]Development Methodology.  The Supplier shall ensure that development activities are carried out in accordance with a documented system development methodology which shall be shared with Nuffield Health upon request.
Development Environments. The Supplier shall ensure that system development activities shall be performed in specialised development environments, isolated from the live environment and protected against disruption and disclosure of information.
Segregation of Duties. The Supplier shall ensure that segregation of duties is in place for system development, including ensuring that system developers do not have access to the live environment, unless in an emergency where such access would be protected with adequate controls. Such activities in these circumstances shall be logged and subject to independent review.
Requirements. The Supplier shall ensure that all information security system requirements (including functional and technical specifications) shall be documented and agreed before detailed design commences.
System Design. The Supplier shall ensure that information security requirements for the systems under development shall be included when designing the system. 
Quality Assurance. The Supplier shall ensure that quality assurance of key security activities is performed during the development lifecycle.
System Build. The Supplier shall ensure that system build activities (including coding) shall be carried out in accordance with industry best practice, performed by individuals with the relevant skills and provided with the relevant tools. The Supplier shall inspect all system build activities to identify unauthorised modifications or changes which may compromise security controls.
Secure Coding Practices. The Supplier shall have secure development practices for itself and any of its sub-contractors, including the definition and testing of security requirements. Such practices shall be fully documented and based on industry best practice.
Source Code Security.  Access to program source code must be restricted and strictly controlled to prevent the introduction of unauthorised functionality and to avoid unintentional changes.
Testing Process. The Supplier shall ensure that all security-related elements of the Supplier systems are tested at all stages of the system development lifecycle before the system is promoted to the live environment.
[bookmark: _Ref443575157]Test data must be selected carefully, protected and controlled. The Supplier must have processes to sanitise data used for testing to remove personally identifiable information.
Live Data in Non-Production Environments. The Supplier shall ensure that live data (including personal data and sensitive personal data) will not be used within non-production environments without Nuffield Health’s prior written approval and agreement of the controls to be implemented to protect that live data. Where live data is used in non-production environments then the Supplier shall ensure it is secured to the same extent as the production environment.
[bookmark: _Ref443651645][bookmark: _Ref443576170]PCI DSS 
The Supplier acknowledges that it is responsible for the security of Cardholder Data which the Supplier stores, processes or transmits on behalf of Nuffield Health, including to the extent that the Supplier’s acts or omissions could impact the security of the environment or systems used by Nuffield Health to store or process Cardholder Data. 
The Supplier will maintain full compliance with the current version of the standards of the Payment Card Industry Security Standards Council (‘PCI Standards’) and any other applicable payment card data security standards as each may be modified from time to time, at its own cost throughout the Agreement Term. 
The Supplier will provide evidence of its compliance with the PCI Standards no more than once annually but otherwise as Nuffield Health reasonably requests from time to time by:
Providing Nuffield Health with documentary evidence of PCI Standards compliance;
Providing to Nuffield Health in writing details of its procedures and policies relating to and implementing compliance with the PCI Standards.
The Supplier shall indemnify Nuffield Health against all losses suffered or incurred by Nuffield Health arising out of or in connection with the Supplier’s breach of this clause 23 or any failure to comply with the PCI Standards and/or any incident of loss or compromise of Cardholder Data attributable to the Supplier or its personnel.
[bookmark: _Ref443645686]The Supplier shall utilise a third party service that enables debit and credit cards to be processed by Nuffield Health from within the system.
[bookmark: _Ref443651997]The Supplier shall:
Only use a third party card processing service (‘Payment Card Service Provider’) that has been approved in writing beforehand by Nuffield Health;
Manage all aspects of the relationship with the Payment Card Service Provider;
Only use a third party processing service where the form that captures the credit card data has been served directly from the Payment Card Service Provider's web server, either via iframe or via a full redirect;
Monitor from time-to-time to ensure that the Payment Card Service remains PA-DSS compliant and notify Nuffield Health if this status changes.
Disaster Recovery & Business Continuity
A formally documented IT DR and Business Continuity Plan is in place and regularly reviewed (at least annually)
Recovery time and recovery point objectives have been set and agreed with Nuffield Health.
Procedures exist to periodically test the restoration process and the quality of backup media. 
The IT DR and Business Continuity Plan must be formally tested at least annually and include testing of any 3rd party dependencies.
Results of the DR test together with lessons learned and an action plan for remediation must be documented.  The Supplier must notify Nuffield Health without delay of any issues arising that could adversely affect service delivery to Nuffield Health.
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