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Data Processing Agreement (Administrative Support Services and/or Medical Record Storage) 
1       	This Agreement sets out the terms and conditions that apply to the processing of Personal Data in connection with the provision of administrative support services and/or the storage of medical records (the “Services”) by the relevant Nuffield Health Hospital (the “Hospital”) for consultants who undertake the treatment and care of patients at the Hospital (each, a “Consultant”), together referred to as the “Parties” or individually as a “Party”. 
2        	In this Agreement, the following definitions shall apply: 
	Applicable Law(s)
	means any applicable law, statute, rule, regulation, regulatory requirement, any form of secondary legislation, resolution, policy, guideline, concession or case law and any guidance, direction or determination that a Party is bound to have regard to in respect of the provision or receipt of the Services in each case in force in England and Wales or in England; 

	Data Protection Legislation
	means all Applicable Law governing privacy rights or data protection and which applies to the processing of Personal Data under or in connection with this Agreement, including without limitation the General Data Protection Regulation EU 2016/679 (“GDPR”), the Data Protection Act 2018, the Privacy and Electronic Communications (EC Directive) Regulations 2003 (SI 2426/2003), the Privacy and Electronic Communications (EC Directive) (Amendment) Regulations 2011; 

	Data Subject Right
	means the rights of individuals set out in the Data Protection Legislation and includes a Subject Access Request, a complaint or other communication from the Data Subject about Personal Data processed by the Parties pursuant to this Agreement; 

	Controller, Processor, Data Subject, Personal Data, Personal Data Breach, Data Protection Officer
	have the meanings set out in the Data Protection Legislation (and related terms, such as “process” have corresponding meanings);

	Master Agreement
	means the underlying agreement(s) between the Hospital and the Consultant governing the provision of the Services; and

	Security Incident
	means the accidental or unlawful destruction, loss, alteration or unauthorised disclosure of, or access to, Personal Data covered by this Agreement; and

	Sub-processor
	has the meaning set out in the Data Protection Legislation and in this particular context refers to another processor engaged by the Hospital for the purpose of carrying out processing activities in respect of the Services.


3         	The Parties acknowledge that for the purposes of this Agreement the Consultant is the Data Controller and the Hospital is the Data Processor. The only processing that the Hospital is authorised to do is listed in Annex 1 and may not be varied, altered or added to except by the Data Controller. 
4      	Obligations
4.1	The Parties will ensure that they comply with the requirements of the Data Protection Legislation. In particular, the Data Processor shall: 
4.1.1         	notify the Data Controller immediately if it considers that any of Data Controller’s instructions infringe the Data Protection Legislation;
4.1.2   	provide all reasonable assistance to the Data Controller in the preparation of any data protection impact assessment carried out prior to commencing any processing for the purposes of this Agreement;
4.1.3     	process Personal Data only in accordance with Annex 1 unless required to do otherwise by Applicable Law. If it is so required it will promptly notify the Data Controller before processing the Personal Data, unless prohibited from doing so by Applicable Law;
4.1.4    	implement and maintain throughout the term of this Agreement appropriate technical and organisational measures intended to protect Personal Data against accidental, unauthorised or unlawful access, disclosure, alternation, loss, damage or destruction. Such measures may include, but are not limited to, pseudonymisation, encryption, resilience testing and restoration measures. When considering what measures to put in place, the Data Processor will take account of: 
(a)               the nature of the data; 
(b)               the harm that might result from a security breach; 
(c)               technological developments; and 
(d)               the cost of implementing any measures;
4.1.5      	take reasonable steps to ensure that its Personnel do not process Personal Data other than in accordance with the processing instructions set out in Annex 1 (unless required to do so by Applicable Law) and are obligated to maintain the security and confidentiality of any Personal Data to which they have access; and
4.1.6       	not transfer the data out of the European Economic Area, without prior written approval. 
4.2	Nothing in this Agreement relieves the Data Processor of its own obligations under the Data Protection Legislation.
5       	Notifications and Assistance
5.1	The Data Processor will assist the Data Controller with discharging its obligations under the Data Protection Legislation and, in particular, will assist with its obligations in relation to ensuring secure processing; the notification of personal data breaches and the carrying out of data protection impact assessments. The Data Processor will also assist the Data Controller in providing Data Subject Access and enabling Data Subjects to exercise their Data Subject Rights, as follows. 
5.1.1     	The Data Processor will assist the Data Controller in relation to responding to any Subject Access Request or other communications from a Data Subject in relation to the Personal Data covered by this Agreement and with the objective of ensuring that Data Subjects can exercise their Data Subject Rights. 
5.1.2           Where the Data Processor receives a Data Subject Access Request or other communication, including a request to rectify, block or erase any Personal Data, from a Data Subject it will forward this on promptly, and in any event within 48 hours of the Data Processor being aware of any such communication, to the Data Controller. 
5.1.3        	Any request for assistance made by the Data Controller to the Data Processor will also be responded to promptly, and in any event within 48 hours of the Data Processor becoming aware of any such communication.
5.1.4      	The obligations set out in this clause shall also apply in relation to any communication from the Information Commissioner or any other regulatory authority in connection with Personal Data processed under this Agreement.
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6         	Audit and compliance
Subject to reasonable advance notice and appropriate confidentiality undertakings being agreed, the Data Processor shall permit the Data Controller to conduct audits and inspections of its systems and processes and provide any information reasonably requested by the Data Controller in order to enable it to meet its obligations under the Data Protection Legislation. 
7     	Sub-processing 
7.1	Before allowing any Sub-processor to process any Personal Data related to this Agreement, the Data Processor must:
7.1.1     	notify the Data Controller in writing of the intended Sub-processor and the scope of any proposed sub-processing;
7.1.2         	obtain the written consent of the Data Controller before entering into an Sub-Processing arrangement;
7.1.3        	enter into a written agreement with the Sub-processor which gives effect to the terms set out in this Agreement, to the extent that they apply to the Sub-processor. For the avoidance of doubt, this must include the provisions of Clauses 4 and 5; and
7.1.4         	provide the Data Controller with such information regarding the Sub-processor as the Data Controller may reasonably require.
7.2	The Data Processor shall remain fully liable for all acts or omissions of any Sub-processor. 
8         	Liability
The Data Processor’s total liability to the Data Controller for any cost, charge, damages, expenses or losses caused as a result of any actual or potential breach of these terms and/or the applicable data protection legislation for which the Data Processor is directly or indirectly responsible shall be limited to a sum equal to 150% of total maximum amount payable by the Consultant to the Hospital in each calendar year under the agreements between the Consultant and the Hospital governing the use of consulting room space at the Hospital and ancillary Services. 
9        	Termination 
9.1	If either Party wishes to terminate this Agreement, then they are at liberty to do so, without penalty, provided such Party gives the other Party not 	less than 30 days prior written notice of such termination. 
9.2	In the event of a Data Security Breach data sharing access may be withdrawn/suspended with immediate effect pending investigation. Services may be reinstated depending upon the outcome of the investigation.
9.3	On termination or expiry of this Agreement, however caused or arising, the Hospital shall cease providing the Services to the Consultant under the relevant Master Agreement(s).  The Data Processor shall, at the Data Controller’s option, promptly destroy, delete or return to the Data Controller all Personal Data in its power, possession or control, and delete existing copies of such Personal Data, except to the extent the Data Processor is required to retain a copy of the Personal Data by any Applicable Law.
10      	General 
Change in Legislation 
If, during the Term, the Data Protection Legislation and any ancillary Applicable Laws change, and any such change requires amendments to this Agreement in order to enable one or both of the Parties to achieve compliance with the new legislation or if the change in any way makes this Agreement no longer adequate or enforceable, the Parties, acting reasonably, will negotiate in good faith and agree appropriate amendments as necessary to achieve compliance. Each Party will bear its own costs in so doing.
11       	Variation 
Any amendments to this Agreement shall not be effective unless in writing and signed by an authorised signatory on behalf of each Party. 
12     	Governing Law and Jurisdiction 
Each Party agrees to submit to the exclusive jurisdiction of the English Courts over any claim, dispute (including non-contractual disputes or claims) or matter arising under or in connection with this agreement or its subject matter or formation. 
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[bookmark: _Toc508722934]Annex 1 – Services and Data Processing Instructions

	Subject matter, Nature and Purpose of processing 
	Providing administrative support/medical secretarial services and/or storage of medical records, as detailed in the Master Agreement, to support the Consultant’s practice at the Hospital.

	Duration 
	For the duration of the provision of the Services by the Hospital under the terms of the relevant Master Agreement.

	Client Personal Data
	Personal Data relating to the treatment and care of Data Subjects and administration and billing activities relating to the same. Such Personal Data may include, but is not limited to, the name, address, hospital identifiers, registered GP and other medical and health information relating to a Data Subject.

	Data Subjects 
	Patients of the Consultant.
Personal Data pay also be processed in relation to staff or personnel engaged by the Consultant and/or the Consultant.

	Specific Restrictions 
	All Processing shall be carried out in accordance with Nuffield Health’s policies and procedures relating to data protection and information governance.

	Retention / destruction arrangements 
	In accordance with the Data Controller’s written instructions under the relevant Master Agreement.

	Processor DPO
	Name:    Iben Thomson
Email:    dataprotectionofficer@nuffieldhealth.com
Tel:        07824 482211

	Permitted sub-processors and transfers 
Off-site third party storage providers located within the United Kingdom may be used for the storage of medical records.  Further details of such providers can be made available to the Consultant on request. Where this is the case, a written agreement will be entered into between Nuffield Health and the third party provider containing the required data protection clauses.
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